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ABSTRACT

BACKGROUND AND PURPOSE: Robustness against input data perturbations is essential for deploying deep-learning models in clinical
practice. Adversarial attacks involve subtle, voxel-level manipulations of scans to increase deep-learning models’ prediction errors.
Testing deep-learning model performance on examples of adversarial images provides a measure of robustness, and including
adversarial images in the training set can improve the model’s robustness. In this study, we examined adversarial training and input
modifications to improve the robustness of deep-learning models in predicting hematoma expansion (HE) from admission head CTs
of patients with acute intracerebral hemorrhage (ICH).

MATERIALS AND METHODS: We used a multicenter cohort of n=890 patients for cross-validation/training, and a cohort of n=684
consecutive ICH patients from two stroke centers for independent validation. Fast Gradient Sign Method (FGSM) and Projected
Gradient Descent (PGD) adversarial attacks were applied for training and testing. We developed and tested four different models to
predict >3mL, >6mL, >9mL, and >12mL HE in independent validation cohort applying Receiver Operating Characteristics (ROC) Area
Under the Curve (AUC). We examined varying mixtures of adversarial and non-perturbed (clean) scans for training as well as including
additional input from the hyperparameter-free Otsu multi-threshold segmentation for model.

RESULTS: When deep-learning models trained solely on clean scans were tested with PGD and FGSM adversarial images, the average
HE prediction AUC dropped from 0.8 to 0.67 and 0.71, respectively. Overall, the best performing strategy to improve model
robustness was training with 5-to-3 mix of clean and PGD adversarial scans and addition of Otsu multi-threshold segmentation to
model input, increasing the average AUC to 0.77 against both PGD and FGSM adversarial attacks. Adversarial training with FGSM
improved robustness against similar type attack but offered limited cross-attack robustness against PGD-type images.

CONCLUSIONS: Adversarial training and inclusion of threshold-based segmentation as an additional input can improve deep-learning
model robustness in prediction of HE from admission head CTs in acute ICH.

ABBREVIATIONS: ATACH-2= Antihypertensive Treatment of Acute Cerebral Hemorrhage; AUC= Area Under the Curve; Dice=Dice
coefficient; CNN= Convolutional Neural Network; FGSM= Fast Gradient Sign Method; ICH= Intracerebral hemorrhage; HD= Hausdorff
distance; HE= Hematoma expansion; PGD= Projected Gradient Descent; ROC= Receiver Operating Characteristics; VS= Volume
similarity.
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SUMMARY SECTION

PREVIOUS LITERATURE: The success of deep-learning models in medical imaging relies on their generalizability and stability of
predictions. However, small, imperceptible voxel-level perturbations (adversarial attacks) can mislead models, reducing their
accuracy and raising concerns about their clinical reliability. Prior studies suggest that adversarial training (i.e. incorporating
perturbed images in training set) can improve deep-learning model robustness; however, optimal strategies for increasing the
robustness of hematoma expansion (HE) prediction remain unclear. Ensuring robustness in HE prediction models from admission head
CTs is critical for their clinical use in guiding targeted treatment of at-risk hemorrhagic stroke patients.

KEY FINDINGS: Training with a mixture of perturbed and clean (non-perturbed) non-contrast head CT scans can effectively improve
the robustness of deep-learning models for hematoma segmentation and HE prediction (classification). Additionally, incorporating
input from hyperparameter-free Otsu threshold-based segmentation of head CTs can further increase the robustness of these models.
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KNOWLEDGE ADVANCEMENT: We reported the optimal adversarial training strategy and the benefits of adding threshold-based Otsu
segmentation to improve the robustness of hematoma segmentation and HE prediction deep-learning models. These models can
guide targeted therapies in hemorrhagic stroke, and our proposed methodology can be extended to development of other robust
deep-learning models.

INTRODUCTION

In addition to prediction accuracy, several factors determine the trustworthiness of deep-learning models in healthcare, including
robustness, generalizability, interpretability, fairness, and security.! Robustness refers to model’s ability to maintain performance despite
noise or perturbations in input data.? In medical image analysis, a robust deep-learning model can accurately classify or segment clinical
scans even in the presence of noise, corrupted voxels, or blurring. Main strategies to improve the robustness of deep-learning models
include adversarial training,? preprocessing, and postprocessing techniques such as feature squeezing,® and model designs that can detect
perturbed image inputs (i.e. adversarial attacks).*

Adversarial images are generated by intentional manipulation of original scans to include subtle, voxel-level perturbations designed to
maximize prediction errors of deep-learning models.! These voxel-level changes are often imperceptible to human eyes and different from
introducing random noise into images since adversarial images are purposely crafted to challenge model’s prediction, and are more
effective in evaluating models robustness against input perturbations.! The vulnerability of deep-learning models to adversarial images
(attacks) raises concerns about their robustness and trustworthiness in real-world clinical practice.’

Adversarial training refers to including adversarial images in the training set and is one of the most computationally efficient strategies
for enhancing the robustness of deep-learning models.? However, training models exclusively with adversarial images may reduce their
accuracy on unperturbed inputs.> ¢ In this study, we systematically applied and optimized adversarial training to improve the robustness
of deep-learning models for predicting hematoma expansion (HE) from admission non-contrast head CT scans of patients with acute
intracerebral hemorrhage (ICH). To further improve model robustness, we also incorporated an automated thresholding step during image
processing. HE affects nearly one-third of ICH patients within six hours of admission and is an independent predictor of neurological
deterioration, disability, and mortality.” Predicting HE is clinically valuable as it can guide targeted anti-expansion and hemostatic therapies
in ICH.% ° Recent studies have shown that radiomic features of the hematoma and deep-learning models can predict HE from admission
non-contrast head CTs with greater accuracy than visual markers determined by expert reviewers, such as the blend sign and swirl sign.'%
' Improving the robustness of HE prediction models can make them more suitable for the real-world clinical practice.

MATERIALS AND METHODS

Patients’ ascertainment

We used the admission and follow-up head CT scans from the Antihypertensive Treatment of Acute Cerebral Hemorrhage (ATACH-2)
multicenter randomized trial for training and cross-validation.!? Briefly, ATACH-2 evaluated intensive blood pressure reduction in patients
presenting with spontaneous ICH and at least one systolic blood pressure >180 mmHg but found no treatment benefit.'? The trial included
110 sites in the United States, Germany, Japan, China, Taiwan, and South Korea.'? For external validation, we tested the models in an
independent cohort of consecutive patients presenting with spontaneous ICH to Yale Health Stroke Centers (Yale New Haven Hospital at
York Street and Saint Raphael Campuses) from January 2015 to December 2023. Patients were included if they had baseline and follow-
up non-contrast head CT scans within 6, and 36 hours after the onset, respectively. Subjects with metal/streak artifacts or surgical
interventions affecting hematoma lesions on either baseline or follow-up scan, precluding accurate segmentation of hematoma, were
excluded from the analysis. The Institutional Review Boards of participating centers in ATACH-2 clinical trial approved follow-up analysis
of data. Our retrospective study of ICH patients at Yale received separate Institutional Review Board approval.

Generation of ground truth labels for HE

We manually segmented hematoma lesions on baseline and follow-up head CTs, as described previously.!® ! 13 Segmentations were
performed by trained research associates and then reviewed/revised by a board-certified neuroradiologist with over 10 years of experience.
The intra- and inter-rater reliability of segmentations were determined in a subset of scans using intra-class correlation, ranging from 0.92
to 0.94.10-11.13 We trained and validated separate models for prediction of >3mL, >6mL, >9mL, and >12mL HE from baseline to follow-
up scan as binary classifications.'* These HE thresholds were described originally to predict poor outcomes with increasing specificity and
positive predictive values in ICH patients.'#

Backbone of the HE prediction model

Our image analysis pipeline included preprocessing steps for skull removal,!! adjustment to brain window-level, and co-registration of
brain to isotropic 3D template,'> as detailed in supplemental material. Our prior experience showed that a dual input from CT slices and
hematoma mask will improve the classification performance for HE prediction.!'! For the backbone of hematoma segmentation model, we
used nnUNET, ! a versatile U-Net-shaped convolutional neural network (CNN) with self-configuration capabilities.!® For classification,
we modified the DenseNet121 3D CNN for prediction of HE. We developed and tested four different models for prediction of >3mL,
>6mL, >9mL, and >12mL HE. The overall model structure is depicted in Figure 1 and further described below.
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FIG 1. Our final model included preprocessing of head CTs with adjusting the images to brain window level (80:40 Hounsfield
Unites), skull removal, and registration to a similar size 128x128x128 template. The model included (3, 128, 128, 128) inputs from
skull-stripped head CT slices, automated hematoma segmentation masks, and Otsu multi-threshold segmentation. We trained and
tested four separate model for prediction of >3mL, >6mL, >9mL, and >12mL HE.

Creating adversarial Images

In this study, we applied Fast Gradient Sign Method (FGSM)!7 and Projected Gradient Descent (PGD)'® to create adversarial images from
brain CT. These methods are designed to maximize classification error of the deep-learning model’s while minimizing the difference
between the adversarial and original images. All adversarial image generation methods are bounded under a predefined perturbation size
€, which represents the maximum change added to each pixel/voxel value, after normalizing their intensities to 0-to-1 range. Details of the
two methods are included in supplemental material, and examples are depicted in Figure 2.

FIG 2. Examples of (A) an original head CT slice, and (B) adversarial images after applying Fast Gradient Sign Method (FGSM),"”
and (C) Projected Gradient Descent (PGD),'® with £=0.1 perturbation size.

Adversarial Training to Improve Model Robustness

Inclusion of adversarial images in training dataset can improve the resilience of deep-learning models to adversarial attacks, by encouraging
the models to learn more robust and meaningful features, rather than overfitting to cohort-specific patterns of the training dataset. However,
training of models exclusively with adversarial images can reduce their accuracy for unperturbed input. By exposing the model to both
adversarial and original (clean) images during training, the deep-learning model will learn to classify both image types more accurately
compared to being trained only on one image type. In this study, we trained the model with varying mixtures of clean-to-adversarial images
(from 5:5 to 5:1) to identify the optimal strategy for maximum accuracy. Clean images included original scans, and basic augmentations
such as resize, rotate, and flip without adversarial perturbations. Adversarial images included perturbed variations of original scans and
basic augmentations.

Otsu multi-threshold segmentation to improve robustness



The Otsu thresholding method is a popular technique in image segmentation due to its simplicity and efficiency.!® The algorithm
automatically separates voxels of input images into predefined number of classes based on their signal intensity by maximizing the
between-class variance.!” Since such multi-class segmentations maintain the overall spatial consistency of the image, their outputs are
more resilient to subtle, inconsistent changes introduced by adversarial attacks. Multi-class segmentation of input images can improve the
robustness of final deep-learning models and counter adversarial attacks.? The task of distinguishing between multiple classes at a
pixel/voxel level forces the model to become more discriminative. This heightened class-wise differentiation reduces the impact of
adversarial attacks, which tend to confuse the deep-learning models by blending features of different classes. In addition, multi-threshold
segmentation often requires capturing overlapping features between different classes. This redundancy can act as a form of defense because
perturbations that affect one part of the image may not be sufficient to fool the entire segmentation map. The model can use redundancy
to cross-verify predictions, making it harder for an adversarial attack to succeed. We added Otsu multi-threshold segmentation to both
segmentation and classification pipelines. Thus, the inputs for the classification CNN were concatenation of brain images, hematoma
segmentation mask, and the features from Otsu thresholding multi-class segmentation. In our exploratory analysis, we found that four-
level thresholding has better delineation of hemorrhage in brain tissue based on average Dice results (Figure 3).

FIG 3. Example of (A) the skull-stropped and registered brain CT, with (B) three-level and (C) four-level Otsu thresholding multi-
class segmentation. The results of four-level thresholding had better overlap with hematoma lesions.

Training and validation of hematoma segmentation model:

We used five-fold cross-validation for training the hematoma segmentation model. The base model was the nnUNet version 2.0, and we
included Otsu multi-threshold segmentation as an additional input to head CT slices. For training we applied weight decay= 3e-5, initial
learning rate=0.001, num_epochs=100, PolyLRScheduler, optimizer=SGD, and patch window size= (96, 96, 128). These hyperparameters
were optimized through a grid search strategy. The model accuracy was determined using Dice, Hausdorff Distance (HD), and Volume
Similarity (VS) as described in supplemental material. Online Figure 1 represents an example of loss function and Dice diagram during
training process. Robustness of segmentation model was evaluated by mean Dice, HD, and VS in independent test cohorts without and
with adversarial images of various perturbation sizes.

Training and validation of HE prediction models:

For training of HE prediction models, we used similar five-fold cross-validation split as segmentation model, applying DenseNet121 from
MONALI platform with loss_function= BCEWithLogitsLoss(), optimizer= Adam(), scheduler= ReduceLROnPlateau, learning rate= 0.001,
weight decay=1e-4, augmentation=(RandFlip, RandZoom, RandRotate), batch_size=10. These hyperparameters were optimized through
a grid search strategy. The inputs (3, 128, 128, 128) of our final model were skull-stripped brain CT slices, automated hematoma
segmentation masks, and Otsu four-class thresholding segmentation. We developed and tested separate models for prediction of >3mL,
>6mL, >9mL, and >12mL HE. We tested model prediction performance using the Area Under the Curve (AUC) of Receiver Operating
Characteristics (ROC) analysis. Online Figure 2 represents an example of loss function and AUC changes during training process. We
compared the effectiveness of the proposed strategies in improving model robustness by testing their prediction AUC in clean (non-
perturbed) and perturbated images.

RESULTS

Patient characteristics:

Of 1000 patients enrolled in multicentric ATACH-2 trial, n=890 were included in cross-validation/training cohort, 11 were excluded due
to CT and surgical hardware artifacts, 59 due to missing follow-up head CT scans, and 40 due to missing clinical information. From 940
ICH patients in Yale stroke registry, n=684 were included in independent validation cohort, 10 excluded due to CT and surgical hardware
artifacts, 97 due to missing baseline or follow-up head CT scans, and 149 due to missing clinical information. Details of patients’
characteristics and CT scan information are listed in Table 1. Overall, patients in independent validation cohort were more likely to be
female, have older age, larger baseline and follow-up hematoma volumes (all p<0.001).



Table 1: The demographic and clinical characteristics of patients in training/cross-validation versus independent test cohort.

Column A Training/cross-validation from ATACH-2 (n=890) Independent Test (n=684) p-value
Sex - Male 543 (60.8%) 358 (54.8%) <0.001
Age* [years] 62.15 £ 13.1 69.7 + 14.3 <0.001
Hypertension 706 (79.3%) 583 (85.2%) 0.17
Diabetes 172 (19.3%) 181 (26.5%) 0.28
Hyperlipidemia 221 (24.8%) 332 (48.5%) 0.81
Atrial fibrillation 0 (3.4%) 150 (21.9%) 0.17
NIHSS score at baseline 0.86

0-4 148 (16.57%) 243 (35.57%)

5-9 235 (26.31%) 119 (17.40%)

10-14 241 (26.98%) 81 (11.85%)

15-19 161 (18.02%) 92 (13 46%)

20-25 1 (7.95%) 2 (7.60%)

>25 7 (4.17%) 0 (4.39%)

Unknown 66 (9.73%
Baseline hematoma volume [mL] 12.9 £ 12.6 18.7 £ 20.6 <0.001
Follow-up hematoma volume [mL] 15.6 £+ 16.6 22.9+25.8 <0.001
CT voxel Spacing [mm] [0.46 + 0.09, 0.47 + 0.09] [0.46 + 0.04, 0.46 + 0.04]
Slice thickness [mm] 5.20 + 1.86 4.81 £ 0.69
Min axial [n x n] [418 x 418] [472 x 472]
Max axial [n x n] [512 x 734] [1024 x 1024]
Number of slices 31.2+18.0 35.0+ 11.2

Data is presented as number (percentage) or mean = standard deviation. Nominal variables are compared using chi square and
continuous variables are compared using t test.

Hematoma segmentation model

Online Table 1 provides details of hematoma segmentation performance across different model structures and with adversarial training.
Using clean (non-perturbed) CT scans for training with the baseline nnUNET model, we achieved an average Dice score of 0.91+0.14 for
hematoma segmentation in clean CT scans. However, the Dice of model trained on clean CT images dropped to 0.244+0.29, and 0.71£0.19
when tested on FGSM and PGD adversarial images (¢=0.1). By adding Otsu multi-level thresholding to model input, the average Dice for
segmentation on FGSM and PGD adversarial images improved to 0.51+0.37 and 0.81+0.17, respectively, while maintaining a similar
average Dice score in clean CTs. Further improvements in adversarial performance were achieved by training with a one-to-one mixture
of clean and adversarial images using segmentation model with additional input from Otsu. Training with a mixture of clean scans and
FGSM adversarial images yielded average Dice scores of 0.83+£0.20 and 0.73+0.19 when tested on FGSM and PGD adversarial images,
respectively. Training with a mixture of clean scans and PGD adversarial images resulted in average Dice scores of 0.83+0.20 and
0.85+0.24 when tested on FGSM and PGD adversarial images, respectively. Segmentation performance on clean CT scans was maintained,
with an average Dice score of 0.91.

Improving robustness of HE prediction models

Online Table 2 summarizes the performance of different HE prediction models with and without adversarial training. Figure 4 presents
the performance of various mixtures of clean and adversarial images in training when tested on FGSM and PGD adversarial images with
the highest perturbation level applied in our study (¢=0.1). The average AUCs of HE prediction models using inputs from brain CT slices
and hematoma segmentations were 0.8 on clean scans, dropping to 0.67 and 0.71 when tested on FGSM and PGD adversarial images
(e=0.1). Notably, the hematoma masks were generated via automated segmentation by a model optimized with adversarial training.
Including Otsu multi-threshold segmentation in the prediction model improved the average AUC on FGSM adversarial images (¢=0.1) to
0.74 (Online Table 2). Overall, the PGD adversarial attacks with & values of 0.01 and 0.1 reduced model performance more than FGSM
attacks. Adversarial training to each specific attack type improved model robustness against similar attack — i.e. a mixture of FGSM and
clean images in training improved models’ AUC when tested against FGSM attacks more effectively than against PGD, and vice versa.
However, there was a trend indicating that PGD adversarial training also provided some improvement against FGSM attacks, whereas
FGSM adversarial training offered limited performance gains against PGD attacks (Figure 4). Overall, a 5:3 mixture of clean and PGD
adversarial images yielded the highest average AUC in HE prediction against both PGD and FGSM adversarial attacks. Any combination
of clean and adversarial images during training preserved the baseline average AUC of 0.8 in HE prediction when tested on clean scans.

DISCUSSION

Successful application of deep-learning models in clinical practice depends on their generalizability and stability against perturbations in
input data. Several recent studies have reported the vulnerability of medical imaging classification and segmentation models to adversarial
attacks or small perturbations in input data.> 2!-22 We found that subtle voxel-level perturbations negatively impact the performance of
both ICH segmentation and HE prediction models. Then, we showed that adversarial training with a mix of clean and perturbed scans can
improve the robustness of hematoma segmentation and HE prediction models while maintaining accuracy in clean datasets. We also found
cross-attack robustness of hematoma segmentation and HE prediction model against FGSM attacks after training on PGD adversarial
images. From a computational efficiency perspective, our findings suggest that training on a mix of clean and a subset of adversarial
images (e.g. a 5-to-3 ratio) can sufficiently enhance model robustness against various types of input perturbations. In addition, we showed
the benefit of including Otsu multi-threshold segmentation as an additional input to improve both segmentation and classification
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robustness. The Otsu algorithm provides a simple, efficient, and parameter-free method by automatically selecting the optimal threshold
to maximize between-class variance in the segmented image.'®-2° Overall, the key takeaway from our findings is twofold: first, to include
a subset of adversarial images as part of data augmentation during model training; and second, to incorporate hyperparameter-free,
threshold-based segmentation as an additional input for the model. These strategies may not increase model accuracy on clean (non-
perturbed) test cohorts, but they can improve the model’s robustness and stability in handling noisy and distorted images.

::’fc'age Model with Otsu multiithresholding segmentation
an X = P 1 Modelwith  Base model
08 Otsu without Otsu
i threshlclalding threshlolding
0.75 — 0 )
0.74
0.7 [0.71]
- Py e ey o] o]
0.65 |
0.6
0.55 — —
0.5 g e g A
{ { B 2 P @
1§ 8§ K 8§
| FGSM'test PGD'test , | FGSM'test PGD'test & &P 2 P
FGSM'training PGD'training <

Training with'completely

Mix ratio of clean to adversarial images in training sets: -

bto1l 5to2 m5to3 m5to4 m5to5
FIG 4. Different mix ratios of FGSM and PGD adversarial images with clean (non-perturbed) scans were used to train HE prediction
models (with model input including brain CT slices, automatically segmented hematoma masks, and Otsu multi-level thresholding).
The average ROC AUC of >3mL, >6mL, >9mL, and >12mL HE prediction models are shown, when tested against adversarial attacks
with €=0.1 perturbation size. PGD attacks were more effective in reducing the AUCs than FGSM attack. On the other hand, PGD
training also improved model performance against FGSM attacks. Notably, addition of Otsu-thresholding in prediction model
slightly improved model performance against FGSM attacks even in the absence of any adversarial training.

Identifying ICH patients at risk of HE is crucial for guiding hemorrhagic stroke treatment. As an independent and potentially modifiable
risk factor for poor outcomes and mortality, HE has been the target of anti-expansion and hemostatic therapies.!? 2325 Recent clinical trials
showed the benefits of intensive blood pressure reduction as part of a critical care bundle or in pre-hospital setting.® ® Post-hoc analyses
of prior clinical trials also showed improved outcomes and reduced HE after ultra-early blood pressure reduction, despite negative overall
trial results.?®?® This highlights the need for reliable identification of ICH patients at risk for HE, which can expand the eligibility of
patients to receive intensive therapies, and expedite potential inter-hospital transfer decisions in acute settings. Recent studies have shown
that radiomics and deep-learning models can provide more reliable, automated prediction of HE.!% !1- 23l However, for clinical practice
use, these models require extensive external validation to confirm generalizability and robustness. Our findings provide a framework for
improving the robustness of HE prediction models, paving the way for their potential clinical application.

Clean data might not fully represent the diverse range of inputs a deep-learning model could encounter in real-world scenarios.
Robustness examines the potential failure of models when exposed to perturbed data points. Adversarial images represent potential inputs
that are sparsely represented in the clean dataset, making accurate predictions challenging for the model. Notably, ambiguous and outlier
images cannot be modeled by simply adding noise, as adversarial attacks are specifically crafted to induce prediction failures.! This makes
them better suited for evaluating model behavior under extreme inputs. Adversarial training acts as a form of regularization, helping to
prevent overfitting and improve model stability. By exposing the model to both clean and adversarial examples — as part of data
augmentation during training — the model learns to balance the trade-off between accuracy on clean data and robustness to adversarial
perturbations, resulting in more stable predictions.!:>2! As also shown in our study, features learned during adversarial training are often
transferable across different types of adversarial attacks. This suggests that even if the attacks encountered during testing differ from those
encountered in training, the model may still leverage the knowledge gained from training to defend against other forms of adversarial
attacks.

Prior studies suggest that adversarial training can improve deep-learning model accuracy, especially in underrepresented examples. Liu
et al. reported that the addition of adversarial images and adversarial synthetic nodules to the training data improved model robustness in
detecting underrepresented lung nodules and resistance to noise perturbations in low-dose CT scans.?? Vatian et al. showed that the addition
of adversarial images can improve classification accuracy of chest CTs with lung nodules and brain MRIs with gliomas.3* Hu et al. found
that adversarial training improves the generalizability and accuracy of deep learning models in the classification of prostate cancer MRIs.3*
However, an analysis of a large X-ray dataset (n=22,433) suggests no improvement in deep-learning model performance with adversarial
training when trained with a large sample size.>® In our study, there was no significant change in model performance on the clean test



cohort with training on a mix of clean and adversarial images. However, the primary goal of adversarial training is to maintain model
performance when exposed to examples not included in the existing dataset, as evidenced by the robustness of adversarially trained models
against attacks in both segmentation and classification tasks.

We found that subtle voxel-level perturbations (e.g. €=0.001 or 0.01) had a limited impact on the accuracy of hematoma segmentation
and HE prediction models, whereas moderate perturbations (¢ = 0.1) significantly diminished the performance of both segmentation and
prediction models. This is consistent with prior studies showing a gradual decrease in the performance of medical image analysis models
when £>0.01.>2" 22 Notably, perturbations with £>0.1 typically become visually conspicuous, rendering such images beyond the scope of
model robustness improvement.> 222 In addition, the impact of FGSM attacks on segmentation model performance was greater than that
of PGD. This is likely because PGD, being an iterative method, refines its perturbations to maximize misclassification over multiple steps,
resulting in more localized perturbations than the broader signal changes introduced by FGSM. Thus, when attacking segmentation models,
PGD's local adjustments can retain some structural integrity, leading to better Dice scores compared to FGSM attack.

The Otsu method is a hyperparameter-free image segmentation technique that automatically identifies the optimal threshold(s) to
maximize between-class variance of voxels in segmentation classes.!” 2° For the Otsu algorithm, the number of threshold levels must be
predefined, and our experiments showed that a four-level threshold on skull-stripped brain CT slices achieves the best overlap with
hematoma segmentation masks. We found that adding Otsu multi-threshold segmentation results as feature extraction in the model input
improved the robustness of both hematoma segmentation and HE prediction models. This is likely because clustering different intensity
levels within the image enhances the features of underlying pathologies (like hematoma) and reduces the influence of noise. With multi-
level thresholding, the impact of minor perturbations is diminished, as the image is segmented into broader intensity-based regions. Thus,
Otsu’s method can act as a denoising layer, reducing the model’s sensitivity to random noise and adversarial changes.®

There is inherent differences in computational efficiency of adversarial versus standard training process. Standard training is
computationally more efficient, without generating additional adversarial images as part of data augmentation. This results in faster training
times and reduced hardware requirements, making standard training ideal for resource-constrained settings. By contrast, adversarial
training requires generating perturbed examples through techniques such as FGSM or PGD. These methods increase the computational
load due to additional forward and backward passes, leading to significantly longer training times and the need for high-performance
servers. On the other hand, inference efficiency typically remains similar for both training approaches, but the benefits of adversarial
training may extend to improved model confidence and performance in challenging scenarios. For settings with limited computational
resources, hybrid strategies, such as introducing adversarial examples gradually through cumulative learning, can help balance robustness
and training efficiency. These approaches reduce the overall computational burden while still enhancing model robustness. In our analysis,
adversarial training increased the training time by 3 times compared to standard method; whereas, testing of each patient took 35£10
seconds depending on the number of slices for either model type.

The strengths of our study include the use of a multicenter dataset for training and an independent validation cohort. We also explored
different mix ratios in adversarial training and demonstrated the benefits of multi-threshold segmentation in enhancing the robustness of
deep-learning models. Aside from adversarial training, other methods to improve deep-learning robustness include conventional data
augmentation to expand training datasets, ensemble learning boosting or voting, regularization to prevent overfitting, feature squeezing in
pre- or postprocessing steps,’ and identification of perturbed image inputs.* In addition, approaches such as transfer learning, domain
adaptation, cross-validation, and ensemble learning can improve generalization and model adaptation across different datasets. In our
study, aside from adversarial training, strategies such as data augmentation, regularization, dropouts, and normalization contributed to
model robustness and generalizability. Future studies can combine these methods to further improved deep-learning model robustness and
generalizability, with the ultimate goal of maintaining model performance across different centers in clinical practice.

Our study also has several limitations. Our training cohort was limited by the inclusion and exclusion criteria of the ATACH-2 trial.
The benefits of Otsu multi-level thresholding may also be limited to ICH, given the inherent contrast between hematoma and unaffected
brain tissue, and may not generalize to other clinical scenarios. Other defense mechanisms against adversarial attacks, such as feature
squeezing or adversarial sample detection, were not evaluated in this study. Although focusing on the brain window/level setting was the
optimal choice for HE prediction based on our prior experience, other window/level settings may enable the extraction of additional CNN
features. Exploring hybrid approaches or multi-window preprocessing in future iterations could further enhance the model's optimization
for clinical applications. It should be noted that the primary goal of improving deep-learning model robustness is to maintain performance
stability against image perturbations caused by data heterogeneity and noise; whereas, addressing major metal or motion artifacts requires
dedicated artifact reduction models.

CONCLUSIONS

We found that hematoma segmentation and HE prediction models trained exclusively on non-perturbed (clean) head CT scans are
vulnerable to voxel-intensity modifications from adversarial attacks. Our findings show that training with a mix of adversarial and clean
datasets, along with incorporating threshold-based segmentation of brain CTs as additional input, can improve model robustness against
adversarial attacks. Additionally, training on one type of adversarial images can provide cross-attack robustness against other types.
Overall, our results suggest that including adversarial images as a subset of data augmentation instances in the training process, along with
incorporating hyperparameter-free thresholding as an additional input, can improve the robustness of classification and segmentation deep-
learning models. Increased robustness of deep-learning models will lead to higher stability when exposed to variations in input data, such
as noise, artifacts, and visually imperceptible perturbations.
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SUPPLEMNENTARY MATERIALS

Preprocessing of head CTs

o Skull stripping: First, we removed voxels with intensities <0 and >200 Hounsfield Units (HU)
to facilitate skull stripping. After removing much of the skull and subcutaneous fat tissue using these
HU thresholds, we applied mathematical dilation and erosion operations based on brain morphology to
exclude any remaining soft tissue from the scalp and face.

e Adjusting the brain window and level: When reviewing medical scans, radiologists usually
use window width and level to accentuate the contrast between target tissues. For example, the optimal
setting for visual inspection of brain tissue on non-contrast CT scans is a window level=40, and
width=80, which we applied in our pre-processing step. In our prior experiments (reference 11 of the
article) we found that brain window series can optimally predict hematoma expansion from admission
head CT compared to using no window, with no improvement from addition of other head CT window
levels proposed of subdural hematoma or stroke evaluation.

e Registration: We perform registration of complete 3D images to an isotopic 1.5 mm CT template
with (128, 128, 128) dimensions using the ANTsPy library.

Evaluation of segmentation model performance

e Dice Similarity Coefficient: Dice measures the volumetric overlap between segmentation
results and ground truth. Dice is computed where A is the set of foreground voxels in the ground truth
and B is the corresponding set of foreground voxels in the segmentation result.

2(ANB)

Dice= ——— (1
ar+ 18] P

o Hausdorff distance (HD): HD is a measure of the maximum distance of a (segmentation) mask
to the nearest point in the other (ground truth) mask [1], and is defined as

dy(X,Y) = max{dxy, dyx} = max {rggg(x min d(x,y), max min d(x, y).} @

e Volume Similarity (VS): VS measures and compares the absolute volume of the segmented
result and ground truth, is defined as

vl — v2|

vs=1- vl + v2

3

Adversarial methods

o Fast Gradient Sign Method (FGSM): FGSM is the earliest gradient-based model proposed for
generating adversarial images (reference 17 of the article). The single-step FGSM attack perturbs the
original image by a fixed amount along the direction (sign) of the gradient of adversarial loss. Given
input image x, perturbation size ¢, loss function J, and target label (y, ..., ), the adversarial image
can be computed as:

Xadav = X + &Sign(Vy) (X, (1, s Yn)))

e Projected Gradient Descent (PGD): PGD method creates stronger gradient attacks than FGSM
by initializing adversarial examples at random points within the allowed range and then running multiple
iterations (reference 18). PGD iteratively perturbs the input with a smaller step size. After each iteration,



the updated adversarial example is projected onto the e-ball centered around the original input and then
clipped to remain within a permitted range:

Xt =T (! + asign(VoJ (x5, V1, s Ya))))

Code sharing

https://github.com/payabvashlab/robustnessHE

Online Table 1. The results of original model and our proposed model evaluating adversarial attacks on hematoma
segmentation.

Im?nges Adversarial E—
Model . attacks in Dice HD VS
trainin R ne
testing
g
Clean 0.91:0.14 | 3.38:8.76 | o0
0.001 0.91:0.18 | 3.98:15.74 0'94510'1
FGSM 0.01 0.86:0.20 | 6.81:24.68 0'9%0-1
Base model 037103
(NNUNET) Clean 0.1 0.24:0.29 | 39.14:40.81 1
0.001 0.91:0.14 | 3.38:8.88 0'942*0'1
PGD 0.01 0.90:0.18 | 4.48:16.58 0'9‘210'1
0.1 0.71:0.19 | 8.50+12.79 0'7‘:;0-1
Clean 0.91:0.14 | 3.55:9.43 | 0740
0.001 0.91:0.14 | 3.75:11.13 0'94210-1
Our model FGSM 0.01 0.90:0.16 | 5.01+19.39 0'93810'1
(nnUNet +
Otsu multi- 0.65:0.3
threshold Clean 0.1 0.51£0.37 | 32.04:49.24 5
segmentatio
n) 0.001 0.91£0.14 | 3.65+10.13 0'94210-1
PGD 0.01 0.90:0.16 | 4.85:15.85 0‘9‘210'1
0.1 0.81:0.17 | 7.11x17.70 0'88510'1
Ourmodel | 1oan 4 | Clean 0.91:0.14 | 3.34¢10.01 | O-0%0
(nnUNet + 5
.| FGSM
Otsu multi- (1:1) Y
threshold : FGSM 0.001 0.91:0.14 | 3.69+10.11 ;
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Segmﬁ?tatio 0.01 | 0.90:0.14 | 3.75:10.20 | *72O

0.1 0.83:0.20 | 5.52:9.89 | %!

0.001 | 0912014 | 3721013 | O7%0!

PGD 0.01 | 0.90:0.14 | 3.78s1085 | &7

0.1 0.73:019 | 6.76:11.8 | 750!

Clean 0.91:0.14 | 3.46:9.11 0'941*0'1

0.001 | 0.90:0.15 | 3.99:10.91 | *720

FGSM 0.01 [ 0.90:0.15 | 425:11.20 | &7

“pen 0.1 0.83:0.20 | 5.52+11.89 | 0200
(1:1) 5

0.001 | 0912014 | 3.78s10.12 | O7H0!

PGD 0.01 | 0.90:0.15 | 4.04:10.53 | *7%0

0.1 0.85:0.24 | 14.72:15.31 | 0700

We used nnUNET as the backbone of the hematoma segmentation model. Our proposed model included
nnUNET and Otsu multi-thresholding segmentation. Training cohorts included the original head CTs or
1-to-1 mixtures of clean and adversarial images. We applied the Fast Gradient Sign Method (FGSM)
and Projected Gradient Descent (PGD) with ¢e=0.001, 0.01, 0.1 perturbation size. The models were tested
on clean, FGSM, and PGD adversarial images. The mean + standard deviation of Dice coefficient,
Hausdorff Distance (HD), and Volume Similarity (VS) of segmentation results in the independent
validation cohort are reported.

Online Figure 1: An example of loss and Dice diagram during training/cross-validation of segmentation model

Online Figure 2. An example of loss diagram and Receiver Operating Characteristics (ROC) Area Under Curve (AUC) during training/cross-
validation of hematoma expansion (HE) prediction model
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